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Abstract

Frontier models are increasingly shaped by RL environments, and the verifier in-
side each one decides which behavior gets reinforced. Auditing the public agen-
tic benchmarks of the same form as these environments, we find weak verifiers,
leaked answers, and tasks that pass without being solved to be pervasive. Re-
cent frontier model system cards likewise report reward hacking in their own
RL environments during training. The unanticipated hacks that slip past detec-
tion corrupt the training signal; unintended by the developers, they are already a
safety problem. Worse, a hackable environment can erode monitorability, and in
the worst case the hacking generalizes into broad misalignment, a serious safety
failure. Because a single team’s search is limited by its own blind spots, we ar-
gue that an RL environment should pass an independent audit before it is used to
post-train a model. This calls for extending the established practice of third-party
pre-deployment model audit one layer deeper, to the training environment itself.
The main worry, exposing a lab’s intellectual property, can be met with controlled,
monitored access. One effective design is a bug bounty: an incentivized market
that pays for diverse adversarial search. And because no single pass can certify an
environment clean, a continuous rollout audit alongside training is needed as well.
Because it audits a training input rather than the final model, it need not delay a
release, and because it catches even the defects a lab misses, labs have reason to
build the ecosystem with safety organizations through voluntary pilots rather than
waiting on a mandate.

1 Introduction

“If we use, to achieve our purposes, a mechanical agency with whose operation
we cannot efficiently interfere once we have started it ... then we had better be
quite sure that the purpose put into the machine is the purpose which we really
desire and not merely a colorful imitation of it.”

Norbert Wiener, Some Moral and Technical Consequences of Automation (1960)

Recently, while a frontier lab ran an internal benchmark measuring its models’ cyber capabilities, the
models chained zero-days to break out of the evaluation sandbox, reached the production database
holding the benchmark’s answers, and, rather than solving the tasks, stole those answers to pass the
evaluation [OpenAl, 2026d]. They slipped the sandbox and compromised the production system at a
speed and precision no human hacker could match. Wiener saw the root of this difficulty more than
we had better be sure that the purpose we put into it is the one we really desire. We believe this new
RLVR paradigm turns reward hacking into one of the most fundamental and dangerous alignment
problems that Al safety research faces, and we write this paper to call for treating it as an ecosystem-
level responsibility rather than one any single developer can shoulder alone.
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Figure 2: Audit the environment, not just the model. Third-party audit today lands on the de-
ployed model; we argue for auditing the training-side RL environment, which is never released, first
as a gate before training and then continuously over the training rollouts.

Frontier models increasingly learn to act inside RL environments, and reinforcement learning with
verifiable rewards (RLVR) takes a growing share of post-training compute [SemiAnalysig, Z076].
Conventional training data (pretraining corpora, SFT sets, preference data) are static artifacts with a
familiar audit methodology: inspect and filter out duplicates or unsuitable content. An environment
is different: unlike a static dataset, it requires auditing a continuous space of traces an agent can
produce (Figure M). The search space grows by orders of magnitude, from discrete to continuous,
and the verifier that scores it is a hand-built, imperfect proxy for the task, so a trace the user never
intended can be accepted and reinforced, the risk of reward hacking. Our precise use of “reward
hacking” is set out in Appendix A.
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problem of both safety and capability, finding and

patching exploitable graders in their own environments and mitigating the hacking on the model side
[OpenAl, 20264, Anthropid, 2026H, MacDiarmid ef all, Z025]. But the gap they leave is structural:
a single team searches its own environments with its own blind spots, so the hack paths it never
imagines go unfixed and keep being reinforced, and its model-side mitigations are incomplete as
well. And as RL environments grow more long-horizon and complex, we expect that gap to widen

(88).

As a remedy, we argue that an agentic RL environment should pass an additional safety gate be-
fore it is used to train a frontier model above a certain scale (Figure [). As one way to run it, we
propose applying uncorrelated search, the bug-bounty method borrowed from cybersecurity, to RL-
environment audits. The audit acts as a gate before an environment is first used and then continues
over the training rollouts, and we ask whether such an audit market can form economically (§8). We
then chart a way forward by aligning the stakeholders’ interests, including the hardest, IP. In partic-
ular, we propose extending labs’ current voluntary pre-deployment model audits to RL-environment
audits (§B). Section @ records the limits of the claim.
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2 Reward hacking is pervasive

The evidence that reward hacking is pervasive comes from two directions. Frontier labs pour serious
effort into finding, monitoring, and mitigating reward hacking in their own training, and still report
that it persists and grows; and the public benchmarks built from the same supply chain, the one slice
outsiders can audit, turn out to be broadly exploitable.

2.1 Labs report them in their own training

One frontier system card documents a coding agent, mid-training, exploiting a reference solution
leaked in its environment’s git history while presenting a clean result to the user and rationalizing
the move as good engineering [[Anthropid, P076h, §6.4.1.2], and it finds the model’s grader-gaming
reasoning concentrated in its own training environments whose graders are exploitable [Anthropid,
2076h, §6.4.2.1.1]. Separately, several frontier labs tell an external evaluator that they see reward
hacking during training [METR|, 2076].

The cards also reveal how the labs watch the training itself, and that the watching is losing
ground. Anthropic now runs white-box probes for reward hacking and related concerns over ev-
ery reinforcement-learning transcript, far wider coverage than in prior releases, and never uses the
probe scores as a training signal, instead using them to surface training issues it sometimes ad-
dresses by hand [[Anthropid, 20268, §6.4.1]. Even so, its latest model is a regression, more prone to
environment-circumventing hacks than the two releases before it [[Anthropid, P076H, §6.3.7]. Ope-
nAl runs a prompted chain-of-thought monitor over its evaluation and training tasks to catch the
same gaming [OpenAl, P076a, §7.4], and finds the behavior “higher than previous deployments”
[OpenAl, 20264, §7.2]. Both then stop at the same line: the absolute rates “remain low,” and no
behavior yet forms part of a broader misaligned plan [OpenAl, P0076a, §7.2]. Yet even as the labs
detect and defend against reward hacking, its rate keeps climbing release over release.

2.2 Audits find them in public benchmarks

The public agentic benchmarks are the visible slice of the same supply chain, increasingly built by
an emerging RL-environment vendor industry [SemiAnalysig, P075]. Outsiders find hack paths at
every level of access, and in live use. With the grading harness in hand, an auditing agent scored
near-perfect on nine of ten benchmarks without solving a task [Wang et all, 2076a]. From the task
description alone, a second audit found 16% of tasks hackable across five terminal-agent benchmarks
[Zhong et all, P076]. And on the live Terminal-Bench 2.0 leaderboard, the top submission read an
off-limits /tests directory in 415 of 429 runs, the exploit in real use, not a demonstration [Sfeinl
ef-all, PO76]. These are not a single defect type: weak tests, leaked oracles, permission-boundary
failures, and grading loopholes all appear, so no single check rules them out.

These failures arise despite careful benchmark-building. SWE-bench Verified was itself an audit
product: three experts reviewed each of 1,699 SWE-bench tasks, and only 500 survived [OpenAl,
2024]. Even so, its tests were flawed: OpenAl’s own re-audit of the tasks its model kept failing
found 59.4% had tests that reject functionally correct solutions [OpenAl, Z0766]; OpenAl has since
stopped reporting the benchmark. Its recommended replacement fared no better: SWE-bench Pro,
Scale AI’s human-verified, contamination-controlled successor, was retracted five months after Ope-
nAl endorsed it, when OpenAI’s own audit found about 30% of its tasks broken [OpenAl, Z026d].
Terminal-Bench 2, built with multiple human reviewers per task and adversarial testing, still needed
its 2.1 release to patch 31% of its tasks [Terminal-Bench, Z026]. Beyond these, a growing literature
documents defects across agentic benchmarks [Aleithan ef all, 2074, Wang et all, Z076d, Yu_ef all,
2079, Cietall, 20726, Muefall, 20726, IZhu ef all, PO2A, Cao_ef all, 2026, Siddiq et all, 2024]]. These
are heavily audited artifacts that nonetheless need repeated correction, which points to a structural
problem rather than insufficient effort.

3 The harms of a hackable environment

From a training standpoint, a hack path does more than inflate a score: the harm has three lay-
ers. The first layer is the least arguable, and a fundamental one: the training signal itself. A hack
path means the environment rewards passing the verifier instead of doing the task, so the run rein-



forces a behavior at odds with the intended one, whether or not anything worse follows. That is
a system optimizing what its reward measures rather than what its designers intend, the problem
leading researchers place at the center of Al safety concern [Ceike_and Sunfskeved, D023, Bengid
efall, P074]. And optimization does seem to select for it: across eight task settings, reinforcement-
learning reasoning training substantially raises the rate at which models exploit their specifications
[Nishimura-Gasparian et all, P026].

The second layer is monitorability: the same pressure that reinforces the exploit also teaches the
model to hide it from the monitor. The behavior itself can persist while the signal that would reveal
it shifts. Penalize the hacking intent a monitor detects in the chain-of-thought, and the model learns
to stop saying what it is doing [Baker_ef all, P075]; the habit of hiding then carries over to out-of-
distribution tasks [Mifranief-all, Z076]. The hiding also deepens, moving from the chain-of-thought
down to the activations themselves: in a realistic coding environment, activation-based deception
probes are evaded by representation drift, with or without a detector penalty [[Taufeeque et all, ZO76].
Anthropic’s own production probing caught a coding agent exploiting a reference solution leaked
in Git history, all while dressing up its rationale as “good engineering practice” [[Anthropid, Z026H,
§6.4.1.2]. So training on a hackable environment erodes monitorability, and the most useful tools
for catching misbehavior stop working.

The third layer is the possibility of broad misalignment, and the most contested. In production RL,
narrow-domain (coding) reward hacking has generalized to alignment faking, sabotage of safety re-
search, and cooperation with malicious actors [MacDiarmid ef all, D(075]; supervised demonstrations
of hacking on harmless tasks generalize to misaligned behavior [[Taylor et all, Z075]; and RL can
amplify this generalization relative to SFT [Jgrgenvag et all, 2026]. But the link is contested and
depends on the setting: open-model and RL-only follow-ups report inconsistent or near-zero broad
misalignment [Golechha ef all, D076h, [Yndelson ef all, D026, Golechha ef all, Z0264], and frontier
labs say they see reward hacking in training but not its spread into broad, beyond-episode misalign-
ment [METR|, P076]. Our case for independent auditing does not lean on this layer: it rests on the
first two, which hold whether or not broad misalignment ever appears, and takes it as a possibility,
not a premise.

4 Why current defenses fall short

A flaw this common (§0) and this damaging (§B) ought to be something existing defenses handle.
They come in two lines: mitigate on the model side whatever slips through, and find and patch
the hack paths at the source. But neither closes the gap. Model-side mitigation lowers the harm
of a hackable environment without ever making it trustworthy (§&1). And internal search leaves a
structural gap: a single team searches with its own correlated blind spots, so the hack paths it never
imagines are the ones it cannot fix [Barreff_ef all, DO76], a gap we expect to widen over time as
environments grow more complex ($E7).

4.1 The limits of model-side mitigation

Model-side alignment is a large, active research program at both leading labs, measuring misbehav-
ior, hardening monitors, and mitigating reward hacking [Anthropic, 20764, OpenAl, PO76H]; even
so0, the failures recur and the monitors themselves are repeatedly shown to be evadable. When a
hack path slips through, the fallback is to blunt its damage on the model side. These mitigations
come in two kinds, and both genuinely work. One kind stops the reward hacking itself: a preference-
model reward, or a penalty from a classifier trained to flag hacking [MacDiarmid ef-all, 2025]. The
other lets the hacking happen but limits the misalignment it spreads into: inoculation prompting,
which cuts misaligned generalization by 75-90% and is used in production Claude training [MacDi
armid_ef all, P075], and benign re-alignment, which restores alignment with a few hundred harmless
samples [Wang et all, POZ5H].

But their protection is conditional and incomplete, by these authors’ own accounts. First, every mit-
igation that stops the hacking depends on a detector to catch it [MacDiarmid ef all, 2075], and that
dependence inherits two problems we have already seen: the correlated blind spot just noted, and
the monitorability erosion of §B, where the same run trains the model to slip past the detector [Bakex
efall, 2025]. Second, the mitigations that instead limit the fallout do not so much remove the mis-
alignment as hide it: diluting misaligned data with benign data, post-hoc alignment finetuning, and



inoculation prompting each suppress it on standard evaluations while leaving it intact behind contex-
tual triggers, so the model looks clean until a cue tied to its training brings the misalignment back
[DubiAski_ef all, Z076]. Appendix B works through each method’s strengths and limits, including
mitigations not named here.

Even together, these mitigations cannot make a hackable environment trustworthy. The one fix that
would work is what these authors themselves recommend most: preventing reward hacking “by
construction” [MacDiarmid ef-all, 2075]. The hack paths still have to be found, and, as the opening
of this section noted, by more than the builder’s own team.

4.2 The widening QA gap

This internal QA gap, the distance between the effort
adequate QA demands and the amount that can ac-
tually be brought to bear, is one we expect to grow
over time (Figure ). A verifier must certify a longer,
more open-ended trace, and each added step com-
pounds the surface an audit has to cover. The environ-
ments themselves also grow more domain-specific,
so the QA expertise able to audit them gets harder
to find. Take the recently released SWE-Marathon
benchmark. Its tasks range over Rust rewrites, CUDA
kernels, and ML experiments, and it layers hand- today
built anti-cheat across the suite: fully hidden tests,
integrity and audit checks for shortcut-prone tasks,
egress controls on closed-network tasks, and agentic
verifiers for the UI/UX criteria deterministic tests can-
not check [Desai_ef all, PO?6]. That is serious, ef-
fortful QA, yet SWE-Marathon is still rife with cheap
ways to inflate partial scores [Anonymous, 2076], and
looks likely to need a second or third revision before
it stabilizes.
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Figure 3: The widening QA gap. As en-
vironments grow longer-horizon and more
specialized, the surface an audit must cover
compounds while the QA a single team can
supply lags, leaving a growing band of unau-
dited hack paths.

5 The audit as a bug-bounty market

Frontier labs build their models and infrastructure with resources no outside organization can match.
Reward hacking strikes at their top priorities, capability and safety, so we assume they already run
more sophisticated detection monitors and environment-patching systems than any outsider could.
Even so, as we have seen, gaps remain; and because those gaps are a safety matter, we argue that
third-party independent audit both should enter and can help. We look at the closest precedents, then
discuss how such an audit can apply to an RL environment.

5.1 The bug-bounty precedent

For software with a broad attack surface, however hard an internal team searches it cannot perfectly
cover the long tail, so an external layer that re-checks the work is warranted, and the bug bounty is
a mechanism the market has proven over many years [HackerOne, Z025a]. What closes the tail is
the diversity of many uncorrelated search policies, more than the raw strength of any one searcher:
two mature vulnerability reward programs were estimated 2—100x more cost-effective than full-
time researchers, their long-tailed yield coming from different searchers finding different defects
[Exniffer et all, POT3].

The same model reaches beyond classic security to the misbehavior of frontier models themselves:
crowdsourced platforms pay a standing crowd to jailbreak deployed models [Gray Swan Al, P075].
The field is young, but it already produces real results: in one large public competition the crowd
made 1.8 million attack attempts against 22 frontier models, elicited over 60,000 policy violations,
and broke every model [[Gray Swan Al and UK Al Security Institute, P075].

HackerOne resolves the IP-exposure problem with the private, invitation-only bounty under NDA:
controlled access to a confidential asset [HackerOne, P0754]. Appendix O sketches how that ma-
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Figure 4: A bug bounty for the environment. Uncorrelated searchers, human and automated, probe
the verifier under controlled, monitored access inside the owner’s sandbox; a submitted trace that
passes the verifier but fails the task is confirmed against the gold solution, paid per verified finding,
and patched.

chinery maps onto an RL-environment audit. Platforms like HackerOne have run this bounty model
for over a decade, and it is now de facto standard in security.

5.2 Recent shifts and the environment-bounty hypothesis

The LLM era has brought two changes to this bug-bounty market. First, the market is no longer only
human: an autonomous agent recently topped a major platform’s leaderboard, because the structure
rewards a validated finding no matter who produces it [XBOW, 2025]. Such a searcher will not run
a single off-the-shelf model but fine-tuned models, ensembles of them, and many search prompts,
much as a frontier lab does internally; yet the principle is unchanged, since a single team’s blind
spots remain and other teams’ uncorrelated search is what covers them.

Second, cheap generation has flooded the channel and made validation the bottleneck. A security
finding has no oracle for whether it is a real defect: each report must be reproduced by a person, who
then judges whether its impact is actually exploitable, whether it is in scope, whether it is intended
behavior, and whether it duplicates another, all against an open-ended threat model. One study finds
that 14% of 9,942 HackerOne reports were rejected as invalid on exactly these axes, and that an
LLM asked to do the same misses most of them, recalling only 0.28 of the invalid reports [Zheng
efall, Z075]. Because dismissing a plausible fake takes the same investigation as confirming a real
one, large programs absorb the noise with a paid expert triage team; curl, which has no such buffer,
is reconsidering its bug bounty after roughly 20% of its 2025 submissions were Al slop and only
5% genuine, each report costing 3—4 people up to one to three hours to check [Stenberg, 2075].
An executable-verifier environment, by contrast, ships its own criterion: the task’s gold solution is
the ground truth for whether a task is solved, so a trace that passes the verifier but reaches it by
an unintended route is caught (Figure B). Reading “intended” still admits some subjectivity, but
that structural advantage, which a security target lacks, is what makes validation cheap [Zhong et all,
P026]. The advantage is in validation more than in search: the human triage that dominates security’s
cost is exactly what the oracle removes, while the residual tail’s barrier is less expensive grinding
than hypothesis diversity, which uncorrelated searchers supply directly.

5.3 The economics of an environment bounty

A bug-bounty market forms only when one inequality holds: the loss a defect causes exceeds the
bounty paid, which exceeds the cost of finding and confirming it. In security this holds comfort-
ably, with the loss averted running about 15-26x the bounty spent on HackerOne’s own return-on-
investment figures, so the market arose on its own (Appendix O0). What of an RL environment? No
public source lets us compute the reward-hacking rate inside a private environment, let alone dollar-



ize the capability loss and added risk a hack produces, so the analysis below carries real subjectivity
and uncertainty; we ground it in the firmest evidence available and leave the shakier cases and the
calculations to Appendix B.

Start with the easiest term, the cost of finding and confirming a hack, taken as the amortized cost
for a competent auditor to surface one rather than the summed effort of everyone who searches. As
§0 showed, such hacks survive heavy QA and cheap adversarial audits surface them [Wang et all,
20764, Zhong et all, P76, Rajan, Z026]: an audit of SWE-bench Verified and R2E-Gym generated
weak-verifier exploits for about $6 and $8 in API spend over 49 and 20 tasks, a dollar or two per
confirmed hack [Rajan, Z076]. That is well below any bounty a lab would set, so the supply side
has room to spare. A private environment is QA’d far harder, which raises this cost, several times
over or more once stronger models, more attempts, and execution compute are added; but even at
tens of dollars per confirmed hack, at a Terminal-Bench-2 or SWE-bench-Pro difficulty rather than
a SWE-Marathon outlier, it stays under the bounty. The bounty scales to severity, as security’s
CVSS-graded bounties do, and the question narrows to the demand side: does the loss from a single
surviving hack path exceed it?

We read that loss two ways. The first is the training cost a hack wastes: on reported unit prices,
buying a task and the compute to train on it each run to $10%~10%, so if one hack corrupts 1-10% of
that, the per-instance loss spreads across $10°-10% (Appendix B) [Denain_and Barber, 2076]. The
second is the longer-run loss from ceding market share with a degraded model, or the social loss
from a misaligned one, both harder to measure directly; for these we take what a lab already spends
to catch reward hacking as a proxy, since a rational lab will not spend more on detection than the
loss it expects, so that spend floors the felt loss. Anthropic runs white-box probes over every rollout
and passes only the flagged few to an expensive Claude/NLA pipeline [Anthropid, Z076H, §6.4.1];
OpenAl runs GPT-5 Thinking as a monitor over sampled evaluation and training tasks and internal
traffic [OpenAl, 20764, §7.2]. The probe is nearly free, so the cost is set by the strong-model check
on the flagged few, and since reading and checking a trajectory costs about as much as generating it
[AT27OCMao Teand, P075], sampling on the order of 1-10% of a per-task rollout compute that is itself
$102-10* puts the internal cost of catching one hack at $10°-103, the same order as the training cost
a hack wastes. Both readings overlap the find-cost around $10'-10? and are too dispersed to carry
the inequality on their own.

A single verifier hole, however, is not one task’s problem: it recurs across every task that shares it,
so the loss from one path is its per-task loss times the number of tasks it corrupts, while the bounty
and the find-cost are paid once, to the first reporter (§1 shows one flaw running across hundreds of
runs; Appendix B). Pricing the bounty to severity then makes the market self-select: a systematic,
high-recurrence flaw is both the most costly to the lab and, showing on every task, the cheapest to
find, drawing a large bounty against a small find-cost, while an idiosyncratic single-task flaw draws
little and costs little to leave. This private incentive is thus plausibly of the same order as security’s
proven bounty market, so a market could form on private economics alone.

Yet every term above rests on wide ranges and undisclosed assumptions (Appendix B), so this is
a possibility, not a certainty. On top of it sits a safety value the lab does not fully internalize,
the erosion of monitorability and the possibility of misalignment (§B); a public good, it is under-
provided by private demand alone, so the audit cannot be left to the market: it needs an ecosystem
layer with safety institutes behind it. The next section works through that alignment, together with
what still holds a lab back, IP among it (§B).

6 Aligning the stakeholders

Even where a frontier lab hits these problems and believes that opening the search would better
cover the tail, what holds it back is a set of uncertainties, IP leakage among them. So rather than
leave this to the market alone, we think the Al safety ecosystem should organize the effort in step
together. Two years ago, third-party evaluation of a frontier model before release was uncertain; it
soon became a norm, with leading labs committing to give government safety institutes access to
major new models before public release [U.S. AT Safety Insfituted, 2024]. We argue for extending the
accepted practice of third-party audit one layer deeper, to the environment itself; this section works
through how the parties can align to make it happen.



6.1 The developer

The chief worry is intellectual property: the RL en-
vironment sits near the core of agent capability, and g
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formation and merger clean teams handle the par- by the ordinary NDA.
ties’ confidential data [Brundage et all, 2026]. And
it is mostly what our audit does not need anyway, since testing whether the grader accepts a non-
solution turns mainly on running the environment, not reading the training algorithm, hyperparam-
eters, or data pipeline. An environment is not perfectly separable from the objective it serves, so
some concentrated detail can still bleed through; but it is a limited residual, and the problem largely
collapses to the diffuse case that on-premises execution already solves.

The second worry is the model’s deployment schedule, so we present the audit by its effect on that
schedule rather than by when it runs. The part that blocks nothing is the training-rollout audit: it
monitors the live rollouts for hacks the initial probe did not anticipate, but runs in parallel with
training. The part that can add time is the gate the environment passes before it first trains a model.
Even that delay is small and off the model’s release critical path. Unlike a pre-deployment model
evaluation, which must wait for the finished checkpoint, this audits a reusable training input built
ahead of the runs that use it, so it runs alongside the training-setup and QA work a lab already does.

6.2 The independent evaluator

The ecosystem that made model audit a norm, the safety institutes and independent evaluators built
up over the past two years, was assembled for the deployed model; extending it to the environment
is the natural next step. This audit requires only independence from the developer and leaves open
who runs the search, since a search the developer controls cannot produce evidence anyone else has
reason to trust. It could be an incentivized market (§8), an accredited evaluator, or a public institute,
for profit or not.

Today that independence rests mainly on keeping the payer separate from the assessed lab: the
standing evaluators run on philanthropy and public funding, with some frontier-lab payments as
well [Brundage et all, 2026]. The line is not clean, though, since labs still provide compute and
buy some auditing, so what holds is discipline: declining pay for a verdict and walling research off
from commercial work. RL-environment QA is even more entangled with the developer’s interests,
S0 it too survives only under that discipline, the payer funding the search but not controlling its
conclusions, as independent financial audit and FDA user-fee review keep it and pre-2008 credit
ratings lost it.

6.3 The regulator

By the logic of geopolitical and commercial competition, frontier labs come under pressure to place
capability above safety. Because safety is not the labs’ problem alone, some regulation may be
warranted; but we expect voluntary adoption to lead and regulation, if it comes, to follow. Adoption
comes not from labs alone but from safety institutes and labs building the practice together, as they
already did for pre-deployment model evaluation [U.S.”AI Safety Institute, P074]. A mandate is
the eventual backstop: as past mandatory audits did, it will arrive after a visible failure rather than



before one. The best future is to build and maintain a self-sustaining verification layer before any
such mandate arrives.

7 Discussion

We begin with the limits. The proposal at the center of this paper, an independent adversarial audit
of a private RL training environment, has not been run end to end, and we do not show that it fixes
hack paths or improves the resulting model. Our evidence is an analogy from the visible slice of the
supply chain, the public benchmarks built the same way (§[); as §8 noted, the case that a market of
independent searchers covers what one team misses is structural, not yet a measured result, and none
of it has been tested inside a private training environment, where access is the binding constraint.
Closing that gap will take labs and safety institutes piloting the audit and reducing the uncertainty
as they go. The argument is also bounded in scope on two axes. First, the safety case is specific
to reward hacking: other verifier defects (an over-strict grader, a flaky test, a mis-specified reward)
corrupt the training signal without the monitorability and misalignment story of §3, and the same
audit surfaces them, but as capability QA rather than part of the safety case. Second, model-graded
preference environments are only partly covered: when the grader is itself a model the artifact is less
directly patchable than an executable verifier, and auditing graders matters, but this paper targets the
executable-verifier environments of §.

As for future work, we take head-on the strongest objection to this audit: that a single well-resourced
entity could, in time, train one compute-scaled monitor that catches reward hacking on its own,
making an independent market unnecessary. That is a serious research program [Apollo Research,
2(0264], and to the extent it succeeds the need for outside search shrinks. But it is not where things
stand: the labs’ own monitors keep being breached and their hacking rates keep climbing (§D, §H),
and the most direct study of automated monitors finds no single one reliable and, more tellingly,
scores them against labels other models produced, a circularity its authors flag as the main caveat
[Apollo Research, P076K]. A monitor cannot certify the absence of failures that its own label source
also misses. Independent audit is complementary here: every confirmed finding is a defect repro-
duced against the task’s gold solution, a non-circular, naturally occurring label of the kind that
program lacks. Accumulated across independent audits, those verified findings are exactly the train-
ing signal a compute-scaled monitor needs, so the same market that surfaces hack paths could also
supply what trains the monitors meant to catch them.

8 Conclusion

Third-party evaluation of finished models has become one of the few shared instruments of Al safety
in just two years, and it works. But it stops at the model, one layer above where behavior is actually
shaped. The RL environment that trains a frontier model decides what gets reinforced, and a verifier
that can be passed without solving the task reinforces the wrong behavior, erodes the monitors meant
to catch it, and at worst seeds broader misalignment.

Public benchmarks are the visible slice of that supply chain, and outside audits already find weak
verifiers, leaked oracles, and passing non-solutions to be pervasive, while the labs report the same
hacks inside their own training. More internal QA does not close this gap: a single team searches
with correlated blind spots, and the gap only widens as environments grow more long-horizon and
complex. What covers the tail is independent, diverse, continuous search, the mechanism security
built as the bug bounty and one the LLM era could reshape into a market whose scarce step, ver-
ification, a reward hack happens to make cheap. That market is not certain to stand on its own,
but because a hackable environment corrupts a lab’s own training, a lab joins out of private interest
rather than charity, while the safety value it does not fully internalize sits on top and calls for the
ecosystem layer (§83).

We therefore argue that a high-stakes RL environment should face an independent, continuous adver-
sarial audit before and while it shapes a frontier model, extending the accepted practice of third-party
model audit one layer deeper, to the training input itself. The hardest objection, exposing a lab’s in-
tellectual property, is a solved contractual and technical pattern rather than a wall; the real work is
building the ecosystem, labs and safety institutes together, before a mandate arrives after the first
visible failure instead of before it. Model evaluation matured from an afterthought into a norm; au-



diting the environment is the same step taken one layer earlier, and the integrity of the signal that
trains the next generation of models turns on whether we take it.
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A Scope and terminology

Several related failures fall outside our scope. Goal misgeneralization, learning the wrong goal under
an otherwise correct reward, is a task-specification problem rather than a reward-mechanism failure
[Cangosco et all, Z027]. Sycophancy and preference-channel gaming are failures of model-based
graders and preference models. We address only the executable-verifier environments defined in §(I.

The term “reward hacking” is fixed as follows. Recent terminology discussions distinguish
misspecified-reward exploitation during training from task gaming in a single in-context task
[Azarbal, 2026]. Our target is the overlap most relevant to RL environments: task-gaming behavior
that the training reward actually reinforces because the reward mechanism accepts a non-solution.
The same family appears in the broader literature as specification gaming or reward gaming [Wang
efall, PO76A, §1]; we use “reward hacking” throughout.

Synonyms: reward gaming/overoptimization/specification gaming/reward tampering are discussed
as synonyms or close concepts [Wang et all, 20768, §1]; this paper addresses only reward hacking
as defined.
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B Model-side mitigations in detail

Model-side mitigations divide, following MacDiarmid ef all [20075], into those that prevent the re-
ward hacking and those that limit the misalignment it generalizes into. Both reduce risk; both are
conditional and incomplete.

The mitigations that prevent the hacking depend on a detector. A sufficiently weighted preference-
model reward or a reward-hack classifier penalty can stop it outright, but only when the hack can be
reliably flagged, which MacDiarmid ef all [P075] caution gets harder as models grow more capable.
Detector-in-the-loop training is itself exploitable: penalizing a chain-of-thought monitor can teach
the model to obfuscate its reasoning rather than stop [Bakerefall, P075]; with a preference-learning
lie detector, on-policy training against a weak detector (true-positive rate below ~0.7) or under
weak KL regularization drives deception above 85%, while a high-accuracy detector, strong KL, or
off-policy learning instead yields honest policies [Cundy and Gleave, 2025]; and under RL, latent
monitors aggregated by mean or median are evaded (evasion rates 0.56—0.89), though max-pooling
and attention probes resist [Gupta and Jennet, Z025]. Even with no penalty, a general-deception
probe’s accuracy can collapse (AUC 0.99 — 0.38) as representations drift, though sufficient KL plus
a detector penalty can still yield honest policies [[[aufeeque et all, Z076]; a benchmark of monitor-
based interventions finds even imperfect monitors can suppress reward hacking, though low monitor
accuracy degrades task performance [Wang et all, 200754]. The class is only as reliable as a detector
that optimization is actively working to defeat.

The mitigations that limit the fallout reduce misalignment without removing it. Inoculation prompt-
ing cuts misaligned generalization by 75-90% and has entered production Claude training [Mac3
Diarmid_ef-all, 2025], but the inoculated model still reward-hacks in over 99% of episodes, in a
supervised approximation of the RL pipeline it can leave a conditional, backdoor-like misalignment
that contextual cues re-activate [[Dubinski_ef all, Z076], and part of its measured effect may be a
distributional-shift confound while its success is brittle to the exact prompt used [Henry Cl, P076].
Benign re-alignment restores alignment with a few hundred samples, but out-of-distribution it sup-
presses the misaligned disposition more than it reverses it, leaving the persona features present and
re-activatable [Wang_ et all, Z025F]. Recontextualization lowers specification gaming with weaker
supervision, needing only a coarse hypothesis of the undesired behavior rather than its exact form
and driving reward hacking near zero in its tested settings, but the authors flag it as unvalidated
on frontier, reasoning, and long-horizon multi-turn settings [Azarbal"ef all, 2075]. Gradient-norm
regularization can replace the KL penalty and reduce reward hacking, but by its authors’ framing
mitigates rather than eliminates, addresses only “sharp” proxy-reward maxima, and is validated on
sub-4B models [Ackermann ef all, Z076].

Every method here genuinely lowers risk, and several are deployed in production; their protection
holds only under conditions (a strong detector, adequate regularization, an anticipated failure mode)
that adversarial optimization is not guaranteed to leave in place.

C The audit as a private bug bounty

The private, invitation-only bug bounty invoked in §8 and §b1 is not a hypothetical construction; it
is how platforms like HackerOne already run adversarial testing on confidential assets their owners
cannot expose publicly [HackerOne, P0754,d,0]. The machinery transfers to an RL-environment
audit almost part for part.

Vetting before access. Entry to a private program is gated, not open. A researcher reaches the
invitation pool only through a track record, an established reputation and a non-negative signal, the
average validity of past reports, and a clean conduct record; the more sensitive programs additionally
require HackerOne Clear, which layers government-ID verification and a criminal background check
on top, renewed on a fixed cycle, and new testers serve a probationary set of engagements before
full access [HackerOne, Z025d]. This is the ladder an environment owner needs to admit a small,
accountable cohort to an asset it will not open to the public.

Confidentiality. Private programs are confidential by default: participants operate under non-
disclosure, and the obligation covers not only the vulnerabilities but the existence and identity of
the program itself. An environment owner gets the same guarantee it would from any NDA.
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Controlled, monitored, revocable access. The searcher does not receive the asset; the asset re-
ceives a broker. HackerOne’s Gateway routes tester traffic through a zero-trust tunnel that reaches
only the in-scope systems, records the full activity as an audit trail, and lets the owner pause or re-
voke any single tester in real time; testers can be handed a provisioned machine rather than bringing
their own [HackerOne, P075d]. Testing is explicitly contemplated against a non-production copy
or staging instance populated with resettable, non-sensitive data rather than the live system. This
is the owner’s sandbox of §b1l: on-premises execution, throttled egress, and monitored, revocable
credentials.

Workflow and reward. Submissions run a fixed pipeline, triage and validation, de-duplication, a
severity rating, and a retest of the fix, and disclosure is consent-gated rather than automatic. Payment
is per validated finding and attaches to the finding, not the finder: only the first reporter of a given
defect is paid. The decidable acceptance test of §, an artifact the environment’s own verifier passes
but the gold solution refutes, plays the role that a severity rating plays in security, with far less
ambiguity.

Engagement shape. The closest analog to an environment audit is not the open, continuous crowd
but the time-boxed, individually vetted engagement HackerOne runs as Pentest as a Service, as a
source-level code audit staffed by vetted engineers, and as fixed-window red-teaming. These bring
a defined scope, a defined threat model, and a small set of cleared testers, which is the shape a
confidential environment audit needs.

What must be adapted. Three pieces do not carry over unchanged. Security severity has no vector
for a reward-hacking-permissive environment, so it gives way to the decidable acceptance test above
and a domain rubric. Coordinated public disclosure, the usual endpoint, inverts: the environment
stays confidential, so disclosure is opt-in and typically internal. And the access broker is reached
through the training harness rather than a network tunnel, so the implementation is harness-level
even though the principle, scoped and logged and revocable access, is unchanged. The model itself
is mature rather than speculative: the private, invitation-only bounty has run in security for over a
decade and is now standard practice [HackerOne, P0754].

D Why the inequality holds in security

Security’s bug-bounty market arose because the inequality of §53 (loss > bounty > find-cost) gen-
uinely holds. We give the measured ratio and its basis, then how it differs from an RL environment.

The loss-to-bounty ratio, measured. The most direct evidence is HackerOne’s own return on
investment: its annual reporting claims about a 15X return on mitigation (roughly $3B in losses
averted in a year) [HackerOnd, (075H], and in one financial-services case about $25.8M averted
(102 critical findings worth $14.9M, 257 high worth $8.8M, and the rest) against about $950K
spent, some 26x (net RoM) [HackerOne, Z075¢]. This is not the naive worst case of dividing a
full breach cost by a bounty, which reaches thousands of times, but a realistic 15-26x that reflects
exploit probability and severity.

Find-cost. Researcher time, usually below the bounty (that gap is the incentive); two mature pro-
grams were estimated 2—100x more cost-effective than in-house researchers [Finifferefall, DOT3].

An honest caveat: not a per-vulnerability match. Even the 15-26x is a program-level, loss-
averted ROI (HackerOne’s own, and promotional), not a matched “loss this vulnerability would
have caused versus the bounty paid for it.”” A vulnerability caught by a bounty is fixed before it is
exploited, so its loss never materializes and no such matched study exists. Mature security itself
rests the inequality on an aggregate, probability-weighted anchor, so our use of ranges and proxies
for an RL environment is not uniquely weak but the same situation.

The one place with loss-linked pricing: crypto/DeFi. Where funds at risk are directly observable,
DeFi prices a bounty at up to about 10% of the economic damage, capped per program [Immunefi,
D075]. Matched cases: Aurora paid $6M (about 3%) for a bug that put about $200M at risk, Worm-
hole paid $10M (its cap) for a bridge-takeover bug, and Optimism paid $2M for an infinite-mint bug.
An RL environment’s loss is not observable per item, as in conventional IT, so it uses the severity-tier
model rather than percentage-of-loss, anchored by the monitoring proxy of §873.
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E Cost estimates and their uncertainties

The loss side. The only public unit price is a vendor (Mechanize) estimate re-cited by Epoch:
500,000 x 64 x ($15/1M) = $480 per training run on Grok 4’s API price, times a “conservative
five reuses” for a $2,400 lifetime figure [Denain and Barbed, D076]. Every input is really a range
the source does not give: trajectory length (10k—500k tokens), group size (8—64), token price (the
current Fable 5 our audit used is $50/1M output, and an internal-cost basis is a fraction of retail),
and reuse (1-5x or more). Recomputed on the current model a run is nearer $1,600 and a lifetime
$8,000, so a task’s lifetime training cost spreads broadly over $102-10%; because the source is not
arm’s-length and gives no range, §63 uses only this wide range. At 1-10% of that value corrupted
per hack, the per-instance loss is $10°-102, and a lab’s own monitoring spend, which a rational lab
holds below the loss it expects, independently floors the same order (§83).

The find-cost side. An adversarial audit prices supply directly: Rajan [2026] generated weak-
verifier exploits on SWE-bench Verified and R2E-Gym for $6.04 and $8.29 in API spend over 49
and 20 tasks with Claude Sonnet 4, hacking 28.5% and 25% of tasks (14 of 49 and 4 of 16 decisive),
about $0.4-2.1 per confirmed hack. Writing a for the audit cost per task and A for the hack rate,
the amortized find-cost is a/h, so supply holds when Bh > a. On the measured a ~ $0.1-0.4
and a bounty in the hundreds, the break-even hack rate is about 0.1%, far below the 8% we assume;
equivalently the per-task audit could cost about $20, some fifty times the measured figure, before
supply fails. A private environment’s heavier QA lowers h and raises a, but not by the orders this gap
would need, and validation stays cheap because the oracle removes the human triage that dominates
security’s cost. Pricing a bounty to the lab’s internal detection cost per hack, which the monitor-
ing reading above puts at order $102, keeps it well above this find-cost while staying far below the
recurring loss.

Why the per-path loss exceeds the bounty. Find-cost and bounty are paid once per hack path, to
the first reporter, but the path recurs across every task sharing the same verifier hole, so the loss from
one path is its per-task loss times the number of tasks it recurs across. With that class size above
one, the recurring loss exceeds the single bounty, which is what opens the otherwise tight per-hack
inequality at the path level (§2 shows one flaw running across hundreds of runs).

The uncertain cases. The margins are real but rest on undisclosed quantities. (a) The reward-hack
rate inside a private environment is undisclosed; we use the 16% task-description-access figure of
Zhong et all [Z026] as a proxy and, conservatively, half of it (8%). (b) The 1-10% of a task’s value a
hack corrupts is an assumption; the propensity shift of §B is measurable only by controlled ablation.
(c) Reuse and resampling counts are undisclosed. (d) Internal-cost versus retail price bases diverge.
(e) The monitor’s sampling rate is our assumption, not stated in the cards. Because of this spread
the per-hack inequality is tight, and the real surplus comes from class recurrence across many tasks
and the misalignment tail of §B.
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